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Introduction

In this white paper we present a high
performance, low power and scalable
approach to password recovery. We describe
the use of a cluster of field programmable
gate arrays (FPGAs) and compare the FPGA-
based approach to more traditional,
software-oriented methods. We demonstrate
that a cluster of 77 commodity FPGAs,
contained in a single 4U chassis and
consuming less than 900W of power,
provides the computational equivalent of
over 1,000 dual-core processors.
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The Pico Computing SC3 Supercluster
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The Password Recovery Problem

Lost and forgotten passwords result in
enormous amounts of lost productivity each
year, with confidential documents and entire
databases being rendered useless, even to
their rightful owners. Password recovery
software tools are used daily in government,
industry and academia to regain access to
critical data.

The algorithms that form the basis for these
recovery tools require large amounts of
computing power and can require very long
run times to complete. In fact, while widely
available software tools running on a single
computer can crack a dictionary-based
password in minutes, recovering a relatively
strong password may require years of
iterative computations.

CPU and GPU Clusters

Password recovery algorithm designers have
for many years made use of parallel
algorithms and multi-processor clusters for
acceleration. For example, there are many
password recovery algorithms available today
that run on clusters of networked Linux or
Windows PCs.

In recent years, these cluster solutions have
been augmented by the addition of GPU
accelerators. GPUs, by virtue of their parallel
structures, can provide substantial
acceleration for many computer-intensive
algorithms including password recovery.

The benefit of GPU acceleration, of course, is
that these devices are available as
coprocessors in most modern PCs, and are
supported by software-like programming
methods such as CUDA! from NVIDIA.
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While proving a significant performance
boost for code cracking algorithms, GPUs are
not well optimized for this application. In
particular, bitwise encryption algorithms
such as DES (Lanman) and Safer (Bluetooth)
do not lend themselves to efficient
implementations on either CPUs or GPUs.

The downside of using GPUs for large scale
password recovery? in particular for
recovery of strong passwords? is their need
for large amounts of power relative to the
computations being performance. GPUs
provide a high-level of acceleration, but at a
significant cost in power consumption.

GPUs can provide a performance boost for
such algorithms relative to a CPU-only
solution, but are not competitive with
hardware-based password recovery
algorithms.

FPGAs: A Better Solution

To demonstrate how FPGAs can address both
the need for password recovery speed and
for power savings, we selected a
representative set of password recovery and
cracking problems and deployed highly
parallel recovery algorithms on an FPGA
cluster available from Pico Computing.

The system used in this demonstration was a
Pico SC3 cluster containing 77 Xilinx Virtex-5
FPGA devices, all of which were housed in a
single 4U chassis drawing under 900 Watts.

Pico Computing offers a number of FPGA-
based solutions ranging from single-FPGA
cards for algorithm prototyping, to PCI
Express and network-enabled clusters for
embedded and high performance accelerated
computing.
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Cracking the Code with FPGAs

We selected three well-known key recovery
problems to demonstrate how FPGAs can
address both the need for faster password
recovery and for overall power savings.

Using FPGA hardware design methods and
tools, we successfully deployed recovery
algorithms on the Pico Computing SC3 cluster
for the following encryption methods:

FileVaultii is based on the Advanced
Encryption Standard (AES) and provides an
encrypted file system for the Apple Mac
operating system. Recovering FileVault
passwords requires hashing a possible
password with the SHA-1 hash function
thousands of times. This derivation method,
known as a Password-Based Key Derivation
Function, or PBKDF?2, is used iteratively in an
attempt to decrypt the FileVault image.

Wi-Fi Protected Access'i (WPA) is used to
secure wireless networks, using a Temporal
Key Integrity Protocol. WPA and WPA2 are
intended to replace the previous-generation
WEP protocol. WPA recovery is characterized
by performing a PBKDF2 SHA-1 algorithm to
the candidate passwords for the network and
then comparing authentication hashes to
determine if the password is correct.

Wired Equivalent Privacy V (WEP) is

commonly used in homes and businesses to
protect wireless access points from intrusion.
Breaking WEP involves trying every possible

RC4 key and verifying using known-plaintext
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packet. There are also statistical approaches

that can speed up this attack by reducing the

size of the key space and the corresponding
number of keys to be tested.
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Evaluating Performance

The following table compares the
performance of the three selected key
recovery algorithms implemented using the
SC3 cluster with equivalent algorithms
running on a standard PC equipped with an
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Recovery PC with Pico SC3 with Speed
Algorithm Coren HDuo 77 FPGAs Factor
FileVault 41 minutes 2 seconds 1230X
wpA' 3 hours 11 seconds 981X
WEP’ 42 days (est.) 13 minutes | 4,620X

The FileVault crack achieved measured
acceleration of 1230X as shown. The WPA
test was a simulated attack using one million
possible passphrases, and achieved
acceleration of 981X. The WEP key recovery
test was an exhaustive, brute-force test of the
entire 40-bit keyspace. We estimate that the
WEP recovery would require a run time of 42
days on the processor, based on observed
performance of 300,000 keys per second.
This performance compares to 1,386,000,000
keys per second measured in the FPGA
cluster, representing a 4,620X increase in
performance and over 1000X times decrease
in power consumed.

Summary

The most computationally intensive parts of
these and other key recovery algorithms are
relatively simple operations that must be
performed iteratively, and that can be
parallelized for high performance. When
deployed on FPGAs, these algorithms make
extremely efficient use of the available FPGA
resources due to the simple nature of the
tasks being performed.

11,000,000 possible passphrases.
2 Brute-force attack using entire 40-bit keyspace.
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The best performing algorithms in FPGAs
have characteristics similar to this application.
The highest levels of performance are
achieved when algorithms are optimized for
FPGA hardware, versus being written for a
software processor. This type of hardware

i Agétq:fzaélon requires some specialized skills,
utt

ese skills can be learned by most
algorithm designers.

In this paper we have demonstrated that an
FPGA cluster is a compelling platform for
performing password recovery. We have
successfully implemented other recovery
algorithms using PBKDF2 SHA-1, RC4, and
other methods such as Safer and DES.

About Pico Computing

Pico Computing specializes in highly
integrated high performance computing
platforms based on Field Programmable Gate
Array (FPGA) technologies. The company

also provides consulting and engineering
services for industries that include defense,
industrial, financial and embedded computing.

Pico Computing is headquartered in Seattle,
Washington. For more information, visit
www.picocomputing.com.
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